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PGP and S/MIME
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Objectives
 To explain the general structure of an e-mail

application program
 To discuss how PGP can provide security services

for e-mail
 To discuss how S/MIME can provide security To discuss how S/MIME can provide security

services for e-mail
 To define trust mechanism in both PGP and

S/MIME
 To show the structure of messages exchanged in

PGP and S/MIME
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1616--1   E1   E--MAILMAIL

LetLet usus firstfirst discussdiscuss thethe electronicelectronic mailmail (e(e--mail)mail) systemsystem inin
generalgeneral..

16.1.1 E-mail Architecture
16.1.2 E-mail Security
Topics discussed in this section:Topics discussed in this section:
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16.1.1  E-mail Architecture

Figure 16.1  E-mail architecture
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16.1.2  E-mail Security

CryptographicCryptographic AlgorithmsAlgorithms

In e-mail security, the sender of the message needs to 
include the name or identifiers

of the algorithms used in the message.

Note

of the algorithms used in the message.

CertificatesCertificates
ItIt isis obviousobvious thatthat somesome publicpublic--keykey algorithmsalgorithms mustmust bebe
usedused forfor ee--mailmail securitysecurity..
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16.1.2  Continued

CryptographicCryptographic SecretsSecrets

In e-mail security, the encryption/decryption is done 
Note
In e-mail security, the encryption/decryption is done 

using a symmetric-key algorithm,
but the secret key to decrypt the message is encrypted 

with the public key of the
receiver and is sent with the message.
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1616--2   PGP2   PGP

PrettyPretty GoodGood PrivacyPrivacy (PGP)(PGP) cancan bebe usedused toto createcreate aa
securesecure ee--mailmail messagemessage oror toto storestore aa filefile securelysecurely forfor
futurefuture retrievalretrieval..
OneOne ofof thethe protocolsprotocols toto provideprovide securitysecurity atat thethe
applicationapplication layerlayer isis PrettyPretty GoodGood PrivacyPrivacy (PGP)(PGP)..
PGPPGP isis designeddesigned toto createcreate authenticatedauthenticated andand
confidentialconfidential ee--mailsmails..
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Figure 32.19  Position of PGP in the TCP/IP protocol suite
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16.2.1  Scenarios

PlaintextPlaintext

Figure 16.2  A plaintext message
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16.2.1  Continued

MessageMessage IntegrityIntegrity

Figure 16.3  An authenticated message
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16.2.1  Continued
CompressionCompression

Figure 16.4  A compressed message
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Figure 32.20  A scenario in which an e-mail message is 
authenticated and encrypted
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PGP Services

ConfidentialityConfidentiality withwith OneOne--TimeTime SessionSession KeyKey

Figure 16.5  A confidential message
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16.2.1  Continued

CodeCode ConversionConversion
AnotherAnother serviceservice providedprovided byby PGPPGP isis codecode conversionconversion..
PGPPGP usesuses RadixRadix--6464 conversionconversion..

SegmentationSegmentation
PGPPGP allowsallows segmentationsegmentation ofof thethe messagemessage..
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16.2.2  Continued

PGPPGP AlgorithmsAlgorithms
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16.2.2  Continued
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16.2.2  Continued
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16.2.2  Continued
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16.2.3  PGP Certificates

XX..509509 CertificatesCertificates
ProtocolsProtocols thatthat useuse XX..509509 certificatescertificates dependdepend onon thethe
hierarchicalhierarchical structurestructure ofof thethe trusttrust..

Note
In X.509, there is a single path from the fully trusted 

authority to any certificate.

Note
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16.2.3  Continued

PGPPGP CertificatesCertificates
InIn PGP,PGP, therethere isis nono needneed forfor CAsCAs;; anyoneanyone inin thethe ringring cancan
signsign aa certificatecertificate forfor anyoneanyone elseelse inin thethe ringring..

In PGP, there can be multiple paths from fully or 
Note

In PGP, there can be multiple paths from fully or 
partially trusted authorities to any subject.

TrustsTrusts andand LegitimacyLegitimacy
TheThe entireentire operationoperation ofof PGPPGP isis basedbased onon introducerintroducer
trusttrust,, thethe certificatecertificate trusttrust,, andand thethe legitimacylegitimacy ofof thethe
publicpublic keyskeys..
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16.2.4  Key Revocation

ItIt maymay becomebecome necessarynecessary forfor anan entityentity toto revokerevoke hishis oror
herher publicpublic keykey fromfrom thethe ringring.. ThisThis maymay happenhappen ifif thethe
ownerowner ofof thethe keykey feelsfeels thatthat thethe keykey isis compromisedcompromised
(stolen,(stolen, forfor example)example) oror justjust tootoo oldold toto bebe safesafe..
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16.2.6  PGP Packets

Figure 16.12  Format of packet header

22Cryptography & Network Security - Behrouz A. Forouzan



Types of PGP Packet
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Figure 16.13  Literal data packet
Types of PGP Packet
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16.2.6  Continued
Figure 16.14  Compressed data packet
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16.2.6  Continued
Figure 16.15  Encrypted data packet
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16.2.6  Continued
Figure 16.16  Signature packet
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16.2.6  Continued
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16.2.6  Continued
Figure 16.17  Session-key packet
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16.2.6  Continued
Figure 16.18  Public-key packet

Public KeyPublic Key
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16.2.6  Continued
Figure 16.19  User ID packet
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16.2.7  PGP Messages

Figure 16.20  Encrypted message
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16.2.7  Continued

Figure 16.21  Signed message
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16.2.7  Continued

Figure 16.22  Certificate message
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1616--3   S/MIME3   S/MIME

AnotherAnother securitysecurity serviceservice designeddesigned forfor electronicelectronic mailmail isis
Secure/MultipurposeSecure/Multipurpose InternetInternet MailMail ExtensionExtension
(S/MIME)(S/MIME).. TheThe protocolprotocol isis anan enhancementenhancement ofof thethe
MultipurposeMultipurpose InternetInternet MailMail ExtensionExtension (MIME)(MIME) protocolprotocol..

16.3.1 MIME
16.3.2 S/MIME
16.3.3 Applications of S/MIME

Topics discussed in this section:Topics discussed in this section:
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16.3.1  Continued

Figure 16.23  MIME
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16.3.1  Continued

Figure 16.24  Teledesic
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16.3.1  Continued

MIMEMIME--VersionVersion
ThisThis headerheader definesdefines thethe versionversion ofof MIMEMIME usedused.. TheThe
currentcurrent versionversion isis 11..11..

ContentContent--TypeType
TheThe contentcontent typetype andand thethe contentcontent subtypesubtype areare separatedseparated
byby aa slashslash.. DependingDepending onon thethe subtype,subtype, thethe headerheader maymay
containcontain otherother parametersparameters..
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16.3.1  Continued
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16.3.1  Continued
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16.3.1  Continued

Figure 16.25  Radix-64 conversion
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16.3.1  Continued
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16.3.1  Continued

Figure 16.26  Quoted-printable
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16.3.2  S/MIME

S/MIMES/MIME addsadds somesome newnew contentcontent typestypes toto includeinclude
securitysecurity servicesservices toto thethe MIMEMIME.. AllAll ofof thesethese newnew typestypes
includeinclude thethe parameterparameter “application/pkcs“application/pkcs77--mime,”mime,” inin
whichwhich “pkcs”“pkcs” definesdefines ““PublicPublic KeyKey CryptographyCryptography
SpecificationSpecification..””

CryptographicCryptographic MessageMessage SyntaxSyntax (CMS)(CMS)
ToTo definedefine howhow securitysecurity services,services, suchsuch asas confidentialityconfidentiality
oror integrity,integrity, cancan bebe addedadded toto MIMEMIME contentcontent types,types,
S/MIMES/MIME hashas defineddefined CryptographicCryptographic MessageMessage SyntaxSyntax
(CMS)(CMS).. TheThe syntaxsyntax inin eacheach casecase definesdefines thethe exactexact
encodingencoding schemescheme forfor eacheach contentcontent typetype..
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16.3.2  Continued

Figure 16.27  Signed-data content type
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16.3.2  Continued
Figure 16.28  Enveloped-data content type
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16.3.2  Continued

Figure 16.29  Digest-data content type
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16.3.2  Continued
Figure 16.30  Authenticated-data content type
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16.3.2  Continued

CryptographicCryptographic AlgorithmsAlgorithms
S/MIMES/MIME definesdefines severalseveral cryptographiccryptographic algorithmsalgorithms.. TheThe
termterm ““mustmust”” meansmeans anan absoluteabsolute requirementrequirement;; thethe termterm
““shouldshould”” meansmeans recommendationrecommendation..
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Security in the Internet:IPSec, SSL/TLS, IPSec, SSL/TLS, PGP,VPN, and Firewalls
31.50



Figure 32.1  Common structure of three security protocols
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3232--1   IPSecurity (IPSec)1   IPSecurity (IPSec)

IPSecurityIPSecurity (IPSec)(IPSec) isis aa collectioncollection ofof protocolsprotocols designeddesigned
byby thethe InternetInternet EngineeringEngineering TaskTask ForceForce (IETF)(IETF) toto
provideprovide securitysecurity forfor aa packetpacket atat thethe networknetwork levellevel..

Two Modes
Two Security Protocols
Security Association
Internet Key Exchange (IKE)
Virtual Private Network

Topics discussed in this section:Topics discussed in this section:
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Figure 32.2  TCP/IP protocol suite and IPSec
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Figure 32.3  Transport mode and tunnel modes of IPSec protocol
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IPSec in the transport mode does not protect the IP header; it only protects the information coming from the transport layer.

Note
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Figure 32.4  Transport mode in action
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Figure 32.5  Tunnel mode in action
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IPSec in tunnel mode protects the original IP header.
Note
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Figure 32.6  Authentication Header (AH) Protocol in transport mode
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The AH Protocol provides source authentication and data integrity, but not privacy.

Note
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Figure 32.7  Encapsulating Security Payload (ESP) Protocol in transport mode
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ESP provides source authentication, data integrity, and privacy.
Note
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Table 32.1  IPSec services
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Figure 32.8  Simple inbound and outbound security associations
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IKE creates SAs for IPSec.
Note

IKE creates SAs for IPSec.
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Figure 32.9  IKE components
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Table 32.2  Addresses for private networks
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Figure 32.10  Private network
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Figure 32.11  Hybrid network
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Figure 32.12  Virtual private network
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Figure 32.13  Addressing in a VPN
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3232--2   SSL/TLS2   SSL/TLS

TwoTwo protocolsprotocols areare dominantdominant todaytoday forfor providingproviding securitysecurity
atat thethe transporttransport layerlayer:: thethe SecureSecure SocketsSockets LayerLayer (SSL)(SSL)
ProtocolProtocol andand thethe TransportTransport LayerLayer SecuritySecurity (TLS)(TLS)
ProtocolProtocol.. TheThe latterlatter isis actuallyactually anan IETFIETF versionversion ofof thethe
formerformer..formerformer..

SSL Services
Security Parameters
Sessions and Connections
Four Protocols
Transport Layer Security

Topics discussed in this section:Topics discussed in this section:
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Figure 32.14  Location of SSL and TLS in the Internet model
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Table 32.3  SSL cipher suite list
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Table 32.3  SSL cipher suite list (continued)
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The client and the server have six different cryptography secrets.
Note
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Figure 32.15  Creation of cryptographic secrets in SSL
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Figure 32.16  Four SSL protocols
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Figure 32.17  Handshake Protocol
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Figure 32.18  Processing done by the Record Protocol
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